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Abstract: A centralized database-based Central Bank Digital 

Currency (CBDC) system's vulnerability to cyberattacks and data 

leakage is a major concern. Any data leak can lead to large 

financial losses, irreversible reputational harm, and a decline in 

user confidence. To protect user information, the Reserve Bank of 

India has underlined the significance of a strong Data Leakage 

Prevention (DLP) system. While current incidents have 

demonstrated that the measures were insufficient to meet the 

standards, DLP may not be enough to defend CBDCs on its own. 

Incorporating Zero-Knowledge Proofs (ZKPs) and differential 

privacy tools into DLP solutions can improve their robustness and 

effectiveness. There is no one-size-fits-all solution for preventing 

data leakage, different solutions may be more effective in different 

scenarios. It's always a good idea to assess an organization's or 

system's specific needs and requirements before deciding on the 

best solution. It is also important to remember that there is no such 

thing as absolute security, and the possibility of zero-day attacks is 

always there. It is essential to continuously monitor and enhance 

security measures to stay ahead of new threats. To preserve their 

Central Bank Digital Currency systems and data, financial 

institutions and central banks must continue to be proactive and 

vigilant. 

Keywords: CBDC, Data Leakage Prevention System, 

Differential privacy tools, Zero-Knowledge Proofs (ZKPs). 

I. INTRODUCTION 

On October 7, 2022, the Reserve Bank of India published 

a concept note on CBDC (Central Bank Digital Currency) for 

India. CBDCs are not a novel idea, but it has only been in the 

last ten years that central banks, governments, and 

economists have begun to pay serious attention to the 

concept.[1] Many central banks are exploring the possibility 

of a digital version of fiat currency. The introduction of 

CBDCs might reduce the cost of printing, storing, and 

transferring money. Due to the potential threat posed by the 

growth of private VCs (virtual currencies), CBDCs are a safe 

and more reliable kind of digital currency. [2][[3]] The 

proposed system would use a blockchain-based platform to 

facilitate secure and efficient transactions, eliminating the 

need for intermediaries (banks). However, the use of a 

centralized database in this system is a cause for concern. 
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While all data (transactional and user data) is stored in a 

single point, centralized databases are susceptible to cyber-

attacks and data leakage. This might happen if hackers 

manage to get past the security safeguards in place and access 

the database without authorization, potentially resulting in 

major data loss.[4] For example, in 2018, almost 1.3 million 

customers of a major Indian bank had their personal 

information stolen, which was one of the biggest data 

breaches in the history of the Indian banking industry. 

However, blockchain systems themselves are not immune to 

vulnerabilities, and there are potential endpoint 

vulnerabilities in the Indian CBDC blockchain system that 

could be exploited by attackers. The security of the entire 

system might be jeopardized if hackers exploit these 

vulnerabilities and obtain access to the system, alter 

transaction data, or steal private keys. There have been 

several incidents where blockchain-based systems have been 

hacked and attackers have stolen cryptocurrencies or 

manipulated transactions. These flaws, which are frequently 

brought on by endpoint vulnerabilities, let attackers break 

into the system by taking advantage of weaknesses in 

individual nodes. One such instance is phishing attacks. Since 

humans are the weakest link in operational security, 

individuals or employees of organizations are typically the 

targets of phishing attacks. This vulnerability causes data 

leakage, which leads to cyberattacks.[6][7] The Reserve Bank 

of India (RBI) report's analysis also revealed that the 

custodian model of token-based wallets may be vulnerable to 

data loss and leakage. In this model, the TSP (Token Service 

Provider) is in charge of controlling the wallet's keys on 

behalf of the user. As a result, the service provider is in charge 

of keeping user information secure, and the TSP's security 

protocols' sturdiness determines how secure the tokens are. 

Although the TSP's reliance on a third party enables 

recoverability, anonymity may be jeopardized because the 

service provider will always be aware of the tokens' inflows 

and outflows from the wallet. Due to the lack of online 

communication and CBDC's common ledger updates, double 

spending of tokens is a possibility when using offline 

functionality. However, this risk can be reduced more 

effectively through the use of technical solutions and sensible 

business regulations, such as a monetary cap on offline 

transactions. The researcher was motivated to conduct this 

research to identify vulnerabilities in CBDC systems. The 

aim is to assist policymakers and technology experts in 

designing more secure and reliable systems that can 

withstand potential data leakage resulting from various cyber-

attacks and ensure the resilience of the CBDC systems.[8] 
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II. REVIEW OF LITERATURE 

• Reserve Bank of India, ‘Guidelines on Information 

Security, Electronic Banking, Technology risk management, 

and cyber frauds’[9] 

The guidelines go over the RBI data protection laws and 

how businesses must use Data Leakage Prevention (DLP) 

tools to abide by them. The RBI guidelines require financial 

institutions to implement appropriate controls to secure 

confidential data and prevent data breaches. The article 

emphasizes the significance of implementing DLP solutions 

that can monitor and manage data transfer as well as prevent 

data loss through web and email channels. 

• Pragya Dhanjika, ‘Data Breach in Blockchain 

Technology’[5] 

This research article discusses the potential risks of data 

breaches in blockchain technology and emphasizes the 

importance of appropriate security measures and regulations. 

It also emphasizes the significance of educating users about 

these risks and implementing best practices for secure data 

storage and sharing on blockchain networks. 

• Sebastian Banescu, Ben Borodach, and Ashley 

Lannquist, ‘4 key cybersecurity threats to new central bank 

digital currencies’[10] 

The research article discusses four key threats that central 

bank digital currencies (CBDCs) may face, including 

cybersecurity risks, privacy concerns, financial stability 

concerns, and potential monetary policy consequences. The 

article urges policymakers to address these issues for CBDCs 

to be implemented successfully. 

• Giulia Fanti and others, ‘Missing Key: The challenge of 

cybersecurity and central bank digital currency’[11] 

The report investigates the cybersecurity implications of 

CBDC issuance, focusing on privacy and financial stability 

concerns. It lays out regulatory principles for policymakers 

and emphasizes the importance of collaboration among 

governments, financial institutions, and technology firms in 

developing secure CBDCs. 

• Peterson K Ozili, ‘Central bank digital currency in India: 

the case for a digital rupee’[12] 

This research article investigates India's proposed central 

bank digital currency, also known as the digital rupee, and 

assesses the potential benefits and issues that may arise from 

its implementation. Along with the advantages, this article 

addresses the security risks that must be evaluated. 

III. STATEMENT OF PROBLEM 

The Indian CBDC's centralized database, along with the 

potential endpoint vulnerabilities in the blockchain system, 

poses a significant risk of data leakage, which is susceptible 

to data breaches through various cyber-attacks. 

IV. HYPOTHESIS 

Zero-Knowledge Proofs and differential privacy tools in 

CBDC effectively prevent data leakage and loss, which 

ensures robust data security. 

V. RESEARCH QUESTIONS 

1. Are current DLP systems preventing data leakage and 

loss in Indian CBDC? 

2. Can Zero-Knowledge Proofs and differential privacy 

tools prevent data leakage risks in centralized 

blockchain infrastructures? 

VI. RESEARCH OBJECTIVES 

1. To comprehend the organizations and legislation 

governing CBDC and data privacy. 

2. To analyze the situation of CBDC in India. 

3. To determine issues and challenges with a centralized 

database. 

4. To investigate various cyber-attacks on financial 

institutions and crypto exchanges. 

5. To understand the concepts of ZKPs and differential 

privacy tools. 

6. To investigate customers' satisfaction and attitudes 

toward CBDC. 

VII. RESEARCH METHODOLOGY 

The research methodology relies on secondary sources to 

collect data, and the research method employed is 

exploratory. The researcher aims to determine the 

effectiveness of ZKPs, differential privacy tools, and DLP in 

preventing data leakage risks in centralized blockchain 

infrastructure. 

VIII. ROLE OF DATA LEAKAGE PREVENTION 

SYSTEM 

In a CBDC system based on a centralized database, the risk 

of data loss and cyberattacks is significant.[13] The Reserve 

Bank of India has emphasized the importance of a strong data 

leakage prevention system to protect user information from 

cyber threats and data breaches, as well as the need for 

organizations to use DLP solutions to comply with these 

requirements. Before drawing any conclusions, it is critical to 

assess the effectiveness of current DLP solutions. CBDCs are 

vulnerable to threats (cyber-attacks, counterfeiting, and 

fraud) and require a variety of security measures to ensure 

their integrity and reliability. DLP enforces vulnerability 

remediation through alerts and protective actions (like 

encryption to prevent intentional or accidental misuse of 

sensitive data).  DLP software monitors and protects the 

network, endpoint, and cloud data in motion and at rest.[14]  

IX. INCIDENTS OF DATA LEAKAGE, DATA LOSS, 

AND DATA BREACHES IN THE WORLD OF 

CRYPTOCURRENCIES 

While DLP can help protect CBDCs by reducing the risk 

of data breaches and unauthorized access to sensitive data, it 

is not a complete solution. Despite implementing DLP and 

Security Operations Centre (SOC) measures, cryptocurrency 

exchanges and financial institutions have experienced 

security incidents. All the incidents mentioned below have 

one thing in common, they all involve centralized 

cryptocurrency exchanges with centralized 

databases.  
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Figure 1 Attack on Cryptocurrency exchanges: (a) Mt. Gox[15] (b) Bitfinex[16] 

 

Figure 2 Attack on Cryptocurrency exchanges: (a) Coincheck [17] (b) Binance (2019) [18] (c) Binance (2022) [19]  

 

Figure 3 Attack on Cryptocurrency exchanges: (a) BIT point [20] (b) Binance, Bitfinex, Poloniex, and Bittrex [21] 

X. VULNERABILITIES OF CENTRALIZED DATABASES 

The use of centralized data-sharing systems poses significant risks to security, ethics, and confidentiality. Such architectures 

create difficulties when attempting to share data between different systems, potentially leading to monopolies. A centralized 

data system's operation is concentrated in the hands of a single entity, group, or company, making it vulnerable to data leakage 

and other risks. Furthermore, centralized data systems frequently jeopardize user privacy by sharing user data with third-party 

entities. Furthermore, centralized data systems are high-value targets for hackers, as they provide them with ample resources 

to launch attacks while also making them vulnerable to breaches and data theft.  

XI. INSIDER THREAT CASE STUDY RELATED TO DIGITAL CURRENCIES 

An insider threat is one of the potential data leakage vulnerabilities in CBDC implementation.  Insiders in the case of CBDC 

implementation could be bank employees, contractors, or third-party service providers with access to CBDC data. Insiders 

may intentionally or unintentionally (in the case of a phishing attack) leak data to unauthorized parties, such as CBDC 

transaction records, user identification information, or encryption keys. An insider, for example, could steal CBDC encryption 

keys or copy user identification information and use or sell it to criminals. There have been incidents of insider threats leading 

to data breaches in the financial sector, including those involving digital currencies. 
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Figure 4 Insider threat case study related to digital currencies: (a) National Australia Bank [22] (b) People's Bank of 

China[23] 

 

Figure 5 Insider threat case study related to digital currencies: Central Bank of the Bahamas [24] 

XII. ZKPS AND DIFFERENTIAL PRIVACY TOOLS 

CBDCs are being investigated by central banks all over the world, including the RBI, which has been studying their benefits 

and drawbacks for some time. The RBI is developing a phased implementation strategy and investigating use cases that will 

cause minimal disruption, such as the scope of CBDCs, the underlying technology, the validation mechanism, the distribution 

architecture, and the degree of anonymity. Based on the previous chapter, the researcher concludes that DLP may not be 

enough to protect CBDCs. Additional security measures must be implemented to protect the system from external attacks and 

internal fraud.[25]  

XIII. EFFECTIVENESS OF ZKPS AND DIFFERENTIAL PRIVACY TOOLS 

ZKPs (Authentication Protocol) are cryptographic protocols that allow one party to prove to another that they know a 

specific piece of information without revealing any additional information beyond what is required. Differential privacy tools, 

which are a technique for adding noise to data while maintaining privacy and allowing for meaningful analysis, can be used in 

conjunction with DLP to provide an additional layer of data leakage protection. DLP tools will be used to monitor and control 

the transfer of sensitive data, while ZKPs will be used to verify the authenticity and integrity of the data being transferred 

without revealing any more information than is required. This can help prevent data breaches and ensure that only authorized 

users’ access, view, or transmit data. ZKPs could be used in the context of CBDCs to allow users to prove ownership of their 

CBDC holdings without revealing their actual account balances or transaction histories.  

 

Figure 6 Zero-Knowledge Proof (ZKP) [26]  
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Differential privacy tools can be combined with DLP tools to improve the privacy of individuals' data. Differential privacy, 

for example, can be used to add noise to data to protect individuals' identities while still allowing useful insights to be drawn 

from the data.[27]  

A financial institution, for example, may want to protect its customers' personal and financial information while still being 

able to analyze that data for fraud detection or marketing purposes. The institution can use DLP to implement policies that 

prevent sensitive information from leaving the network, but it may also be necessary to use Zero-Knowledge Proofs (ZKP) 

and differential privacy tools to enable secure data analysis without revealing any individual customer information. 

By combining these three technologies to limit access to sensitive data, the financial institution can achieve a more 

comprehensive and secure solution for data protection while still allowing for data analysis, sharing, and preventing 

unauthorized access and data leakage. 

XIV. PREVENTING CENTRALISED BLOCKCHAIN INFRASTRUCTURE 

 

Figure 7 Proposed Model 
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XV. ADDITIONAL SECURITY MEASURES 

Certain measures must also be considered to mitigate the 

potential risks of data leakage or loss associated with the 

custody model of token-based wallets and the offline 

functionality of CBDCs. 

1. Token service providers must implement strong security 

protocols to protect user data and prevent unauthorized 

access to wallet keys. Two-factor authentication, 

encryption, and regular security audits are examples of 

such measures. 

2. To ensure user anonymity, token service providers must 

not collect unnecessary user data and should only access 

the minimum amount of data necessary to manage wallet 

keys. 

3. Token service providers must update their security 

protocols regularly to address newly discovered 

vulnerabilities and stay up to date with the latest security 

standards. 

4. To prevent tokens from being spent twice in offline 

transactions, appropriate business rules, such as a 

monetary limit on offline transactions, must be 

implemented. Furthermore, technical solutions such as 

time-bound validation of offline transactions are 

possible. 

5. CBDC users must be educated on the potential risks 

associated with the custody model of token-based wallets 

and the offline functionality of CBDCs, as well as the 

steps they can take to mitigate these risks. 

6. Token service providers must monitor their systems 

regularly for potential security breaches and take 

immediate action to address any vulnerabilities or 

threats. 

XVI. CONCLUSION 

After analyzing various incidents, the researcher 

concluded that DLP is effective but not sufficient to protect 

CBDC. It should be used in conjunction with additional 

security measures and best practices to ensure compliance 

with the RBI guidelines and various regulatory standards, as 

well as the overall integrity and reliability of the CBDC 

system. According to the information security principle, 

complexity is the enemy of security. The solution should be 

simple to understand but difficult to avoid. 

Overall, the security and confidentiality of user data will 

be critical to the success of the digital rupee (e₹-R) pilot. 

CBDC implementation poses significant risks, particularly in 

terms of centralized databases and potential endpoint 

vulnerabilities that result in data leakage and loss. As a result, 

the RBI and participating banks must take all necessary 

precautions to ensure the system's security and protection. 

Validity of Hypothesis: The use of ZKPs and differential 

privacy tools effectively prevents data leakage and loss (even 

in centralized blockchain infrastructures), ensures robust data 

security, and protects CBDC users' privacy. 

It is also important to remember that there is no such thing 

as absolute security, and the possibility of zero-day attacks is 

always there. It is essential to continuously monitor and 

enhance security measures to stay ahead of new threats.  

SUGGESTIONS 

1. Conduct regular security audits to identify vulnerabilities 

and ensure that the CBDC system is secure against 

potential threats. 

2. Educating CBDC users on best practices for data 

security, such as using strong passwords and avoiding 

sharing sensitive information. 

SCOPE OF FUTURE RESEARCH 

The researcher was unable to research the elements listed 

below due to a lack of resources and time, despite their high 

research potential. However, the reader is encouraged to do 

so if they so desire. 

1. Examine customer perceptions and satisfaction with 

CBDC. 

2. Investigating the use of decentralized blockchain 

infrastructure for CBDC. 

3. Determine the benefits of artificial intelligence and 

machine learning in CBDC. 
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