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Blockchain Technology In Healthcare Services 

Adesh Mukati 

Abstract: The recent ransomware attack on AIIMS (All India 

Institute of Medical Sciences) has highlighted internal system 

weaknesses in the healthcare sector, and blockchain technology 

has emerged as a potential solution to improve security and reduce 

the risk of future attacks. The decentralized blockchain technology 

makes it much more difficult for ransomware attackers to focus on 

a single point of failure. Additionally, blockchain technology 

provides recipients and data providers with the reassurance that 

their data has not been changed, enabling enterprises to have 

confidence and assurance in the integrity of their sensitive data. 

The sharing of data also restores control of data to its owners. The 

information is dispersed so that no one company can control it, yet 

it is still organized around the owner. Thamrin and Xu's research 

paper proposes a framework for healthcare data storage that 

includes hospital, city, and state blockchain networks. The 

proposed system uses a private cloud, but the researchers 

recommend a hybrid cloud for improved efficiency and 

adaptability. This innovative approach has the potential to 

enhance healthcare systems' data security, privacy, and 

accountability. However, a comprehensive analysis of the problem 

and an assessment of the potential effectiveness of blockchain 

technology is necessary before implementing any solutions. 

Keywords: Blockchain technology, Healthcare, EHR 

(Electronic Health Records), Ransomware attack, Distributed 

ledger technology. 

I. INTRODUCTION 

The need for better healthcare stems from the reality that 

it is one of the most pressing issues facing modern 

civilization. There are seven different parts to the Indian 

healthcare industry, which uses a lot of data. [1] The ability 

for these numerous components to interact and exchange data 

in real time has been enabled by technological advancements. 

Due to the simplicity of communication and data sharing, the 

whole healthcare industry is making the shift from a paper-

based strategy to digitalization. With the use of EHRs 

(Electronic Health Records), a step in this direction has been 

made. But, after the Indian government announced the 

“Ayushman Bharat Digital Mission” on September 27, 2021, 

security worries have increased. [2]  
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Figure 1. Health identification explained by the National 

Health Authority [2]  

The recent cyberattack on AIIMS [3][19] has served as a 

wake-up call during India's efforts to digitize health records. 

After the AIIMS (All India Institute of Medical Sciences) 

hack, two additional Indian hospitals disclosed breaches in 

less than a week. [2][8][20] A hack in November 2021 at 

Delhi's Safdarjung Hospital prevented several staff members 

from logging into their computers. The HSE (Health Service 

Executive), Ireland's health department, experienced a severe 

ransomware hit earlier in May 2021, which forced the state-

wide shutdown of its computer systems. [9] According to a 

BioMed Central article, the healthcare sector has been 

identified as being particularly susceptible to cyberattacks 

because of inherent flaws in its security posture. [2]  

Although common, centralized data exchange solutions 

provide a serious single point of failure issue. We are 

susceptible to threats and manipulations because the majority 

of our information is kept on centralized servers (our vital 

information can end up in the wrong hands). Large 

centralized systems are frequently attacked by hackers, and 

there are numerous breaches each year. [10]  

 

Figure 2. Challenges[11]  

 

The motivation behind this research project arises as the 

existing centralized storage-based healthcare data centers are 

prone to cyber-attacks (recent attack on AIIMS Delhi), and 

the Indian government has launched the “Ayushman Bharat 

Digital Mission”, which increases the chances of the 

AarogyaChain (a blockchain-based health policy 

implementation) providing a solution to ransomware attacks. 
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II. REVIEW OF LITERATURE 

• Alvin Thamrin, and Haiping Xu, ‘Hierarchical Cloud-Based 

Consortium Blockchains for Healthcare Data Storage’ [4] 

The researcher suggests a cloud-based hierarchical 

consortium blockchain infrastructure to store and share 

EHRs, including multimedia files, securely. Local hospital 

blockchain networks can store huge data with the framework 

and share it with hospitals outside the network via higher-

level blockchain networks. 

• Francesco Sanmarchi and others, ‘Distributed Solutions for 

a Reliable Data-Driven Transformation of Healthcare 

Management and Research’[12] 

This paper highlights the potential of DLT (Distributed 

Ledger Technology) based solutions to transform healthcare 

management and research, with practical examples for 

patients, healthcare management, and research activities. 

Data and digital technology are essential for efficient 

healthcare delivery in clinical practice and healthcare 

management. 

• Noor Thamer and Raaid Alubady, ‘A Survey of 

Ransomware Attacks for Healthcare Systems: Risks, 

Challenges, Solutions and Opportunity of Research’ [11] 

The researcher looked at healthcare services' susceptibility 

to cyberattacks, particularly Ransomware. Researchers are 

looking into technologies like Blockchain, Software-Defined 

Networking, and Machine Learning to stop ransomware 

assaults. 

• Brodersen, and others, ‘Blockchain: Securing a New Health 

Interoperability Experience’ [5]  

This research explored how current investments in health 

IT might be paired with a permissioned blockchain DLT 

ecosystem to enhance patient outcomes and comply with the 

ONC's reform plan. 

• Yan Zhuang and others, ‘Generalizable Layered Blockchain 

Architecture for Health Care Applications: Development, 

Case Studies, and Evaluation’[6]  

The research aims to understand emerging healthcare 

applications, data coordination across multiple facilities is 

crucial, but distrust is a challenge. By exploiting its qualities, 

blockchain technology can promote trust, but for actual 

implementation and performance testing, a standard model is 

required. 

III. STATEMENT OF PROBLEM 

A centralized database server in healthcare services is 

vulnerable to ransomware attacks. 

IV. HYPOTHESIS 

Using blockchain technology in healthcare services 

mitigates the risk of ransomware attacks. 

V. RESEARCH QUESTIONS 

1. Does the implementation of blockchain in healthcare 

services mitigate the possibility of a ransomware attack? 

2. How to implement blockchain in healthcare services? 

VI. RESEARCH OBJECTIVES 

1. To study and understand the basics of blockchain 

technology. 

2. To determine the potential of blockchain as a security in 

healthcare. 

3. To research the reason behind AIIMS India and HSE 

Ireland ransomware attacks. 

4. To determine the applicability of Indian EHR standards to 

the proposed structure. 

5. To study and analyze the different ways to implement 

blockchain in healthcare. 

6. To investigate the scalability of blockchain technology for 

large-scale healthcare systems and its potential impact on 

system performance. 

VII. RESEARCH METHODOLOGY 

The research methodology used in this research is 

doctrinal, as the facts are collected from various secondary 

sources. The research method employed is exploratory since 

the researcher determines the reason behind the AIIMS India 

and HSE Ireland ransomware attacks and a potential solution 

to stop these attacks and assure recovery. 

VIII. BLOCKCHAIN AND RANSOMWARE 

ATTACK 

The healthcare sector is undergoing significant changes 

worldwide, and the recent ransomware attack on AIIMS has 

highlighted that the primary cause of database vulnerability 

is internal system weaknesses rather than external factors.  To 

increase security and lower the likelihood of future assaults, 

blockchain technology has emerged as a possible alternative.  

However, it is crucial to conduct a comprehensive analysis of 

the problem and assess the potential effectiveness of 

blockchain technology before implementing any solutions. 

[3]   

IX. VULNERABILITIES OF CENTRALIZED 

DATABASES 

Security, ethics, and confidentiality are seriously 

threatened by the use of centralized platforms for data 

sharing. These topologies make it difficult to share data 

among many systems, which could result in monopolies. A 

centralized data system is more vulnerable to dangers since 

the management of its operation is concentrated in the hands 

of a single individual, group, or business. Furthermore, 

centralized data systems frequently violate user privacy by 

disclosing their information to third parties. Centralized data 

systems are also valuable targets for hackers, giving them the 

means to launch assaults and leaving them open to security 

breaches and data theft. [13]  

X. SECURITY VIA BLOCKCHAIN TECHNOLOGY 

The immutable record of transactions created by 

blockchain technology, which cannot be deleted, changed, or 

destroyed, makes it a highly secure system. [7] It is 

impervious to manipulation because of its decentralized 

implementation and special data structure. It is challenging to 

change the contents of the blockchain unless a majority of the 

network has come to a consensus to do so because every new 

block added to the blockchain updates every system on the 

network.  
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Controlling 51% or more of the blockchain copies would 

be necessary for this, which would necessitate a costly and 

resource-intensive attack. As a result, a high level of security 

and transparency is associated with blockchain technology. 

[14]  

XI. LESSON LEARN FROM HSE ATTACK 

The HSE attack, which occurred in May 2021, was a 

massive ransomware attack that had a tremendous effect on 

the Irish healthcare sector. The HSE attack made it clear how 

important it is to put strong cybersecurity safeguards in place, 

to regularly back up important data, and to have an effective 

incident response strategy in place. To guarantee that all 

stakeholders are informed promptly and openly, it is also 

crucial to have a communication plan in place. To ensure that 

staff employees are knowledgeable about the risks of 

cyberattacks and can recognize and report potential security 

issues, firms should also invest in employee training. Finally, 

the HSE attack emphasizes the necessity of coordination and 

teamwork between businesses and government entities to 

combat cybersecurity threats and guarantee the security and 

resilience of vital infrastructure. [9] 

XII. RANSOMWARE PREVENTION THROUGH 

BLOCKCHAIN TECHNOLOGY 

Blockchain technology adoption involves more than just 

deciding where to store data, it also involves separating 

applications from data. Beyond security aspects, blockchain 

technology offers other benefits. The ability to conduct 

secure, decentralized, and encrypted peer-to-peer 

transactions is altering the way we use the software. Due to 

decentralization, there isn't a single copy of the data that may 

be taken, hostage. Instead, a few authorized individuals can 

securely access the data. Another advantage of blockchain is 

its immutability, which prevents anyone, including system 

administrators, from changing data once it has been written 

to a blockchain. It is nearly impossible to alter data on the 

ledger without being promptly discovered because of the 

sequential hashing method used in blockchain technology, 

which creates a distinctive fingerprint of the data content. 

Including dependable sources of input, such as smart devices, 

biometrics, or location awareness, which seals data within the 

blockchain transaction fabric, can also increase security. 

These precautions produce a more reliable and secure system 

that is more difficult to attack. 

XIII. LEGAL ISSUES WITH BLOCKCHAIN AND 

EHR (ELECTRONIC HEALTH RECORD) 

1. Data privacy and security: The DPDP (Digital Personal 

Data Protection Bill) Law, which has not yet been passed in 

India, raises questions about how personal data is handled and 

safeguarded. Any application of blockchain technology must 

adhere to the strict requirements imposed by HIPAA (Health 

Insurance Portability and Accountability Act) rules in the US 

for safeguarding patient privacy and security. 

2. Legal Validity: As a relatively new technology, 

blockchain has not yet achieved full legal legitimacy in India. 

Blockchain transactions and contracts require legal 

recognition as well as regulatory clarity. 

3. Interoperability and Standardization: Standardization of 

protocols and interoperability across different blockchain 

networks are essential for blockchain to be successful in the 

healthcare industry. Collaboration between regulatory 

agencies and stakeholders is necessary for this. 

4. Governance: To ensure transparency, accountability, 

and regulatory compliance, blockchain networks must be 

properly governed and overseen. 

XIV. EHR STANDARDS (INDIA) 

India's EHR standards play a critical role in ensuring that 

EHRs are designed and implemented in a way that supports 

data privacy, interoperability, and patient-centered care. The 

development and adoption of blockchain-based EHRs in 

India are supported by these standards, which are compliant 

with international best practices. Healthcare organizations in 

India may make sure that patient health information is secure 

by following these standards and that their EHR systems are 

compatible with other healthcare systems by making sure that 

they can communicate with them. [21] 

XV. SUGGESTED BLOCKCHAIN-BASED MODEL 

FOR HEALTHCARE SERVICES 

Beyond its roots in cryptocurrencies, blockchain 

technology has a wide range of applications, including the 

storage and management of medical data. Such data can be 

difficult to store and convey, but blockchain offers a solution. 

In their study titled "Hierarchical Cloud-Based Consortium 

Blockchains" for Healthcare Data Storage, Thamrin and Xu 

propose a cloud-based hierarchical consortium blockchain 

framework with blockchain networks for hospitals, cities, and 

states. Although the proposed system uses a private cloud, the 

researchers recommend a hybrid cloud for improved 

efficiency and adaptability. This innovative approach has the 

potential to enhance healthcare systems' data security, 

privacy, and accountability. [15] 

XVI. HIERARCHICAL HYBRID CLOUD-BASED 

CONSORTIUM BLOCKCHAIN FRAMEWORK 

The proposed system consists of three layers (hospital, 

city, and state) of blockchain networks. The hospital layer 

comprises multiple HBNs (Hospital Blockchain Networks), 

with each HBN including several hospitals within a city and 

their end-users (doctors, nurses, and patients). To handle the 

issue of scalability, the HBN utilizes a cloud-based and lite 

block scheme for storing large amounts of data. Each hospital 

is represented by a βHOS (Hospital Super Peer Agent), which 

manages its hybrid cloud. A group of βHOSs representing 

different hospitals within a city is responsible for approving 

or rejecting requests from end-users [Regular Peer Agents, 

βREPs (Regular Peer Agents)]. The city layer consists of 

several CBNs (City Blockchain Networks), each involving 

several βCITs (City Super Peer Agents) from the same state. 

A CBN is connected directly to a βSTA (State Super Peer 

Agent), which functions as a network regulator and 

representative of the state.  
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The state layer comprises a single SBN (State Blockchain Network), which involves all βSTAs (State Super Peer Agents) 

in the country. This hierarchical design enables users to search and retrieve EHRs from various hospitals across cities and 

states via βCITs and βSTAs. [4]  

 

Figure 3. Hierarchical cloud-based consortium blockchain architecture[4]  
 

XVII. INTEGRATE HYBRID CLOUD WITH 

HIERARCHICAL CLOUD-BASED CONSORTIUM 

BLOCKCHAIN 

To integrate the hybrid cloud with blockchain-based 

healthcare services, the following steps can be taken: 

1. Identify the healthcare data that needs to be stored and 

secured on the private cloud and public cloud. 

2. Choose hierarchical cloud-based consortium 

blockchain network architecture. 

3. Implement the necessary access control mechanisms, 

such as smart contracts and public-key cryptography, 

to ensure that only authorized users have access to 

healthcare data. 

4. Deploy the private cloud for storing sensitive data and 

the public cloud for storing non-sensitive data. 

5. Use data encryption methods to protect the data, such 

as symmetric encryption, asymmetric encryption, and 

hashing. 

6. Implement data replication strategies for disaster 

recovery, such as geographically distributed data 

centers. 

7. Continuously monitor the hybrid cloud infrastructure 

and blockchain network for potential security threats 

and vulnerabilities. [4]  

XVIII. HOSPITAL BLOCKS AND BLOCK RECORD 

TYPES 

The HBN (Hospital Blockchain Network) can have two 

variants: a hybrid cloud-based CHB (Cloud-Based Hospital 

Blockchain) and a simplified version called an LHB (Lite 

Hospital Blockchain). There are four types of block records 

(HRUPR, HRACP, HRMER, and HRAR) that can be stored 

in both CHB and LHB.  

1. HRUPR (Hospital Record User Profile Record) 

contains user profiles and account information of 

regular peers 

2. HRACP (Hospital Record Access Control Policies) 

stores access control policies enforced by the hospital 

super peer agent βHOS (Hospital Super Peer Agent). 

3. HRMER (Hospital Record Medical Reports) stores 

medical reports of patients and metadata of associated 

multimedia files. 

4. HRAR (Hospital Record Access Record) records store 

access requests or search information of a patient's 

EHRs in hospitals within the same city.  

The cloud-based block CBh+1 (h is the length of the 

current blockchain) with four types of hospital block records 

has a structure shown in Figure 4. 
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Figure 4. Cloud-based block (CBh+1) in a hospital blockchain [4]  

 
Figure 5. Generation and approval algorithm of a new block [4]  

XIX. SEARCHING AND RETRIEVING EHRS 

The system obtains patient permission and creates access 

control policies to retrieve their EHRs. The search process 

involves SPAs (Super Peer Agents) in the hierarchical 

blockchain network structure and is broken down into three 

tasks. Access control policies are stored in blockchains in 

HBN, CBN, or SBN as HRACP, CRACP (City-Wide 

Records for Access Control Policies), or SRACP (State-wide 

Records for Access Control Policies), which specify which 

data can be accessed by participants based on their 

credentials. A standard peer can make access requests for 

patient EHRs, and super-peer agents authenticate those 

requests. If the request is approved based on the policy 

records, the hospital super peer agent retrieves the requested 

EHRs from its CHB and sends the original requester the 

access link. [4]  

XX. BENEFITS OF USING HYBRID CLOUD 

INSTEAD OF PRIVATE CLOUD 

Using a hybrid cloud for blockchain technology can offer 

several benefits over a private cloud. Firstly, a hybrid cloud 

allows for greater scalability by enabling organizations to 

allocate resources between public and private clouds as 

required. This flexibility helps to optimize resource 

utilization and reduce infrastructure costs. Secondly, a hybrid 

cloud provides higher levels of security and privacy by 

allowing sensitive data to be stored on private clouds while 

enabling non-sensitive data to be stored on public clouds. 

This approach ensures better data integrity and availability,  
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Thereby increasing trust and reducing the risk of cyber-

attacks. Additionally, a hybrid cloud ensures better disaster 

recovery by allowing for quick data replication and recovery 

in case of a disaster. Overall, a hybrid cloud is a more efficient 

and cost-effective option for a blockchain-based model 

(suggested above) that requires the security of a private cloud 

and the flexibility of a public cloud. [16][17][18] 

XXI. CONCLUSION 

Using blockchain technology can be an effective way to 

prevent ransomware attacks as it provides secure backups, 

automated prevention measures, access controls, and secure 

communication channels. Its decentralized design makes it 

difficult for attackers to target a single point of failure. 

Additionally, blockchain technology guarantees data 

integrity and gives data owners control over their data 

through both distributed and centralized storage. Only 

authorized individuals can access the data. 

Healthcare organizations can gain several advantages by 

integrating blockchain-based healthcare services with a 

hybrid cloud. This integration improves security, scalability, 

and flexibility while lowering costs and boosting the quality 

of healthcare services. With this approach, all hospitals and 

peers at the hospital level can collaborate and share data 

effortlessly and efficiently, irrespective of the blockchain 

networks they belong to. The resulting comprehensive and 

integrated healthcare system improves patient care and data 

management. Validity of Hypothesis: The potential benefits 

of blockchain technology in preventing ransomware attacks 

and integrating it with hybrid cloud for healthcare services 

seem plausible. Nonetheless, the actual implementation and 

effectiveness of these solutions may vary depending on 

various factors such as technology infrastructure, regulatory 

frameworks, and operational practices. Legal issues arise 

with the deployment of blockchain in healthcare. Assuring 

patient privacy, interoperability, and patient-centered care by 

adhering to Indian EHR standards is in line with international 

best practices for blockchain-based EHR development. By 

adhering to these guidelines, patient information can be 

protected and compatibility with other healthcare systems is 

guaranteed. 

SUGGESTIONS 

1. Organizations ought to invest in educating and training 

staff members on ransomware detection and avoidance. 

2. To protect sensitive patient data and comply with 

applicable data protection laws, healthcare organizations 

should make sure that the necessary security measures 

are in place. 

3. To securely store and manage patient medical records 

and to improve efficiency and lower costs for healthcare 

services, healthcare providers can investigate the use of 

blockchain technology linked with the hybrid cloud. 

4. By integrating access restrictions, secure backups, 

automated preventative measures, and communication 

channel security, businesses can use blockchain 

technology to prevent ransomware attacks. 

5. Organizations should be proactive in preserving patient 

data by staying up to date on new technologies, and they 

should think about using secure storage options. 

SCOPE OF FUTURE RESEARCH 

1. Due to a lack of resources, and time, the researcher was 

unable to research the below-mentioned elements, 

despite their high research potential. However, the reader 

is encouraged to do so if they so choose. 

2. Investigating the use of smart contracts and other 

blockchain-based automation tools to improve patient 

outcomes and streamline healthcare procedures. 

3. Examining how blockchain technology might help the 

pharmaceutical industry with supply chain management 

and drug tracking. 
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